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1. Installation and core protection

Chilli User Creation Guard protects Joomla user accounts by blocking the creation of new Super Users and
preventing privilege escalation to the Super User level.

1 Install the plugin

Open System > Install > Extensions in Joomla Administrator and upload the plugin ZIP package.

Enable the plugin

Open System > Manage > Plugins, find Chilli User Creation Guard, and enable it.

Confirm normal registration

If Joomla user registration is enabled, visitors can continue to register as standard Registered users. The
plugin protects privileged account creation.

Understand the permanent rule

A new account cannot be created as a Super User, and an existing lower-level account cannot be
promoted to Super User.

Important: Keep at least one verified Super User account available before enabling additional locking options.
Store recovery access securely.
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2. Configure security options

B save

Plugin

2

Lock Super Users

Enable this option to prevent changes to existing Super User accounts. Use it after confirming that the
current Super User accounts are correct and secure.

Log blocked attempts

Enable logging to keep a record when the plugin blocks user creation or a prohibited privilege change.

Enable email security alerts

Turn on Email security alerts to receive a notification when a protected action is blocked.

Enter the alert address

Enter a monitored security or administrator email address, then click Save or Save & Close.

B Save & Close X Close

PROTECT JOOMLA USER ACCOUNTS

Chilli User Creation Guard

ml chilliusercreationguard

Protects Joomla user accounts by permanently blocking new Super Users and privilege escalation, optionally locking existing Super Users, logging blocked attempts
and sending email alerts.

[LockSuperUsers [ R ]4—[ LOCK EXISTING SUPER USERS J

[Logblocked attempts | RE ]4—[ LOG EVERY BLOCKED ATTEMPT J

Email security alerts - Yes
4—[ INSTANT SECURITY ALERTSJ

Alert email address security@example.com
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3. What the plugin allows and blocks

ACTION RESULT

Frontend registration Allowed as a standard Registered user when registration is enabled
in Joomla.

Create Administrator or lower Can remain available to an authorized existing Super User,

depending on Joomla permissions.

Create a new Super User Blocked.

Promote a user to Super User Blocked as privilege escalation.

Edit an existing Super User Blocked when Lock Super Users is enabled.

Blocked attempt Logged and/or emailed when the corresponding options are enabled.

Safe testing

Test on a staging site or after making a full backup. Verify that a normal user can still register, confirm that
authorized lower-level account creation works as expected, and then attempt a prohibited Super User creation.
Check the log and alert mailbox afterward.

This plugin is an additional security layer. Keep Joomla and all extensions updated, protect administrator accounts
with strong unique passwords and multi-factor authentication, and maintain regular off-site backups.
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