Z File Watch

Quick User Guide for Joomla 6

VERSION 3.1.12

File monitoring, protected-file recovery, persistent automatic-scan results, alerts, snapshots,
quarantine and password-confirmed deletion.

CHILLI JOOMLA EXTENSIONS



1. Install, upgrade and configure

Z File Watch monitors new, modified and deleted website files, compares the current state with an
approved snapshot, and can isolate suspicious files or restore selected critical files.

Install or upgrade the package

Open System > Install > Extensions and install the Z File Watch 3.1.12 package. Upgrade an
existing installation directly; do not uninstall the earlier version because this can remove
stored monitoring data.

Open Options
Open Components > Z File Watch, click Options, enter the notification address and enable
Email Alerts if required. Joomla mail settings are used.

Choose automation settings

Choose the Automatic Scan Interval or Cron Scan Period and decide whether suspicious files
may be quarantined automatically. Protected-file checks still run when email alerts are
disabled.

Enable the cron plugin
Open System > Manage > Plugins and enable System - Z File Watch Cron (Chilli).

After upgrading
Open the component once and confirm that the dashboard displays Z File Watch v3.1.12. Existing
snapshots, ignored files and protected-file records should remain available.
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2. Create an approved baseline

The snapshot is the approved record of the website. A snapshot comparison reports files that are
new, modified or deleted since that record was accepted.

Start from a known-clean website
Before the first snapshot, update Joomla and trusted extensions, remove known malware and
make a complete off-site backup.

Take or replace the snapshot
Click Take / Replace Snapshot. Confirm only when the current website state has been
reviewed. Temporary cache, log and tmp folders are excluded from the baseline.

Use Compare with Snapshot
Choose Compare with Snapshot in the View menu. Review New Since Snapshot, Modified
Since Snapshot and Deleted Since Snapshot entries.

Replace only after trusted changes
After an intentional Joomla, template or extension update, scan and review the changes
before replacing the approved snapshot.

Version 3.1.12 safety
Snapshot creation is transactional. If a file cannot be read or the new snapshot is empty, the previous
approved snapshot is kept instead of being replaced by incomplete data.
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3. Manual scans and views

Use the Period and View selectors to control what is displayed. Manual scans do not automatically
approve changes.

Last Automatic Scan Preserved results from the latest scheduled or manually
triggered automatic scan.

Only Suspicious / Review Iltems that need attention, including suspicious PHP files and
Files modified ignored files.

New/Modified PHP Files Recently changed PHP files within the selected period.

All Modified Files All recently modified files, including non-PHP files.

Compare with Snapshot Differences from the approved snapshot, including deletions.
Protected / Ignored / Dedicated management screens for each safety list.
Quarantine

Reading the result
Review the path, modified time, size, status, risk and recommendation. Use Export CSV when you need
to archive or share a report.
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4. Automatic scan review workflow

From version 3.1.10 onward, automatic scan results are preserved for review. The approved
snapshot is not silently changed by a cron scan.

Run or wait for an automatic scan
Use Run Automatic Scan Now for a test, or let the secure Cron URL call the scanner at the
configured interval.

Read the completion status

The dashboard and Cron response show Found, Quarantined and Email status. For example,
Accepted by PHP Mail means Joomla accepted the message for delivery; it does not
guarantee inbox delivery.

Open Last Automatic Scan
Review the preserved list. Investigate unexpected files before accepting anything. The
approved snapshot is still unchanged at this stage.

Take the necessary action
Quarantine or delete confirmed threats. Ignore a verified legitimate file when appropriate.
Re-run the scan if the website state has changed during review.

Accept the verified state
Click Accept Results & Update Snapshot only after all listed changes are trusted. A success
message reports how many files were saved to the snapshot.

Why acceptance matters
Accepted files are no longer repeatedly reported as new on later automatic scans unless they change
again. If results are suspicious, do not accept them merely to clear the list.

Z File Watch 3.1.12 Page 5



5. Review and act safely

Ignore Stores the verified hash and size. A later You have confirmed that the file is
change is reported again. legitimate.

Quarantine Moves a suspicious file away from its The file needs investigation and
website path so it cannot execute there. should not remain active.

Delete Permanently removes the file after Super  You are certain the file is malicious
User password confirmation. or unwanted and have a backup.

Export CSV Downloads the visible result list. You need a record or want a

technician to review it.

Protected-file confirmation

Ignoring or deleting a protected/default critical file displays an additional warning. Permanent deletion
also requires the current password of the logged-in Super User. Deleting it removes its protection
record.

Joomla configuration.php
Version 3.1.12 recognises configuration.php as the standard Joomla configuration file. It is shown for
review when modified, but it is no longer falsely labelled as an unexpected PHP file in the website root.
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6. Work with Quarantine

Quarantine keeps suspicious files outside their original executable path while you investigate them.

Open the Quarantine view
The table shows the quarantine filename, original path, date, size and recorded risk.

Restore a verified file
Click Ignore only after verification. The file is restored to its original path and added to the
Ignore list.

Process several files
Use the checkboxes with Ignore selected files, or use Ignore all files only when every listed
file is known to be legitimate.

Delete a confirmed threat
Enter the current Super User password and permanently delete the quarantined file. This
operation cannot be undone by Z File Watch.

Important
If an old quarantine item has no recorded original path, it cannot be safely restored automatically.
Review it manually or permanently delete it after making a backup.
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7. Protect critical files

Protected Files watches selected files for deletion or unauthorised modification. A verified recovery
copy is stored outside the website root when the hosting layout permits it.

Protect the recommended defaults
Open the Protected Files view and click Protect Critical Defaults. This includes .htaccess,
configuration.php, index.php, administrator/index.php and robots.txt when present.

Protect another file
Enter a path relative to the Joomla root, choose Alert only or Alert + automatic restore, then
click Protect File.

Check integrity
Click Check Now for an immediate check. Automatic and cron scans also check protected
files.

Renew after legitimate changes
If an update intentionally changes a protected file, verify it and protect it again so the new
version becomes the approved recovery copy.

Improved restore in 3.1.12

Automatic restore now uses a temporary file, replacement fallback and hash verification. This improves
recovery when the original protected file is read-only. A failed restore is reported clearly; it is never
silently treated as successful.
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8. Protected Files screen

Protected Files
A verified copy is stored outside the website root when the hosting allows it. Automatic restore detects both deletion and unauthorized modification.

Relative file path Action

htaccess Alert + automatic restore v Protect File Protect Critical Defaults

Check Now

o

Enter a relative file path [ Choose a!en only or Protect one Protect all critical RL_.m an immediate
automatic restore selected file default files integrity check

File Action Protected hash Created Last checked

_htaccess Alert + restore 0476fd310b6d4e27 .. 2026-07-19 09:40:45 2026-07-19 09:40:45
administrator/index.php Alert + restore 1de0f6351ae50b9c... 2026-07-19 09:40:45 2026-07-19 09:40:45 m
configuration.php Alert + restore bisbf9aB4fossded 2026-07-19 09:40:45 2026-07-19 09:40:45 Remove
index. php Alert + restore 2d180c20f102986b.. 2026-07-19 09:40:45 2026-07-19 09:40:45 Remove
robots. txt Alert + restore 0ef0bb3B02cd45dd... 2026-07-19 09:40:45 2026-07-19 09:40:45

6

Review protected files, hashes and last check time

The protected hash identifies the approved copy. Created records when protection was saved; Last
checked shows the latest integrity check. Remove disables protection for that file and deletes its
recovery copy.

Multiple Joomla sites on one hosting account
Protected copies are separated by Joomla installation, preventing files with the same name from
different websites from overwriting one another.
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9. Secure Cron URL and email

The cron plugin scans only when its secure URL is called. Ordinary front-end visits do not launch a
filesystem scan.

Generate a key
Click Generate / Rotate Cron Key. Rotating the key invalidates the previous Cron URL, so
update the hosting scheduler immediately.

Copy the Cron URL
Keep the full URL and secret key private. Add the URL as a scheduled HTTP request or wget
command in the hosting control panel.

Choose a sensible frequency
The configured interval prevents scans from running more often than selected. For faster
protected-file recovery, schedule frequent calls and select a suitable component interval.

Test email delivery

Use Send Test Email and Run Automatic Scan Now. Confirm both the dashboard status and
receipt of the message. Check Joomla Global Configuration mail settings and spam folders if
it does not arrive.

Email status

A result such as Accepted by PHP Mail: 1/1 message(s) confirms that Joomla handed the message to the
configured mail transport. Final delivery still depends on the web server, SMTP provider and recipient
filtering.
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10. Recommended operating routine

After installation Configure alerts, enable the cron plugin, protect critical defaults, test
email, then create the first clean snapshot.

After a trusted update Scan, review all changes, renew protection for intentionally changed
critical files, then update the snapshot.

After an alert Open Last Automatic Scan, investigate unfamiliar paths and PHP files,
quarantine threats, then accept only the verified website state.

Regularly Review cron operation, email delivery, protected-file checks and
off-site backups.

Security limitation

A Joomla extension cannot stop FTP, a hosting File Manager, server antivirus or malicious PHP code

before it changes a file. Z File Watch detects the result, restores configured files when possible and
alerts the administrator.

Always keep backups

Z File Watch is an additional monitoring and recovery layer. It does not replace complete, tested,
off-site backups of the website files and database.
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